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Commerce Bank Corporate
Investigations

IDENTITY THEFT
2011

Learn to protect your most valuable asset,
your identity.
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ask listen solve

What is Identity Theft?

* |dentity theft occurs when someone
uses your personal information such as
your name, Social Security number,
credit card number or other identifying
information, without your permission to
commit fraud or other crimes.

-Source FTC
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How are you identified?

(1) Social Security numbers;

(2) Drivers license numbers;

(3) Checking account numbers;

(4) Savings account numbers;

(5) Credit card numbers;

(6) Debit card numbers;

(7) Personal identification (PIN) code;
(8) Electronic identification numbers;
(9) Digital signatures;

(10) Any other numbers or information that can be used to access a
person's financial resources;

(11) Biometric data;

(12) Fingerprints;

(13) Passwords;

(14) Parent's legal surname prior to marriage;
(15) Passports; or

(16) Birth certificates.
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How thieves get your

information

Computer transmissions

— Encryption
Mortgage applications

SSN from Drivers License or checks

Unsolicited maill

— Pre-approved credit card applications

— Scam letters
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ask listen solve

How thieves get your

information

* “Dumpster dive”

* Phishing

« Bank statements

* Pose as telemarketer
* Pretext calling

« Skimming

« Stolen purse, laptop, day planner , etc
* The Steal-Me-Flag
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What do they do with your

information?
* Instant line-of-credit

* Open bank accounts
* Order Credit Cards

* Purchase vehicles

* Get a job / avoid paying taxes

* Give your information during an arrest

« Buy or sell real estate
4B,

s==y Commerce Bank

‘h} |||||
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Can it really happen to me?

Nation Wide in 2010
* Nearly 11 MILLION victims annually
* 1/20 Americans

* Average loss to victim is now as low as
$500.00 due to zero-liability fraud
protection programs offered by their
financial institutions.

« 11 M x $500 = $5,500,000,000.00
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ask listen solve

Types of Identity Theft

Credit Card fraud

Utilities fraud , 18%

Government fraud ,

9% Bank fraud , 17%

Loan fraud , 5%

Employment fraud,
12%
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ask listen solve

Types of Identity Theft

« Credit Card fraud (26%): Credit card fraud can occur when someone acquires
your credit card number and uses it to make a purchase.

- Utilities fraud (18%): Utilities are opened using the name of a child or someone
who does not live at the residence. Parents desperate for water, gas, and
electricity will use their child’s clean credit report to be approved for utilities.

- Bank fraud (17%): There are many forms of bank fraud, including check thefft,
changing the amount on a check, and ATM pass code theft.

« Employment fraud (12%): Employment fraud occurs when someone without a
valid Social Security number borrows someone else’s to obtain a job.

 Loan fraud (5%): Loan fraud occurs when someone applies for a loan in your
name. This can occur even if the Social Security number does not match the
name exactly.

« Government fraud (9%): This type of fraud includes tax, Social Security, and
driver license fraud.

« Other (13%)
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What do these trusted companies have in
common?
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http://rds.yahoo.com/_ylt=A9G_bHOkLfpKgg0Au_qJzbkF;_ylu=X3oDMTBpdDZuNzZrBHBvcwM5BHNlYwNzcgR2dGlkAw--/SIG=1jo34sdik/EXP=1257996068/**http%3A//images.search.yahoo.com/images/view%3Fback=http%253A%252F%252Fimages.search.yahoo.com%252Fsearch%252Fimages%253F_adv_prop%253Dimage%2526va%253Dus%252Barmy%2526fr%253Dslv8-sbc%26w=353%26h=450%26imgurl=www.gordon.army.mil%252Ftsc%252Fwebgraphics%252FCrests%252520%2526amp%253B%252520Logos%252Fimages%252FUS%252520Army.jpg%26rurl=http%253A%252F%252Fwww.gordon.army.mil%252Ftsc%252Fwebgraphics%252FCrests%252520%2526%252520Logos%252Fpages%252FUS%252520Army.htm%26size=168k%26name=US%2BArmy%2Bjpg%26p=us%2Barmy%26oid=02526739686ef74c%26fr2=%26no=9%26tt=942039%26sigr=12hetaad5%26sigi=12fgnsspj%26sigb=12jp0g5ao
http://www.anheuser-busch.com/index.html
http://rds.yahoo.com/_ylt=A0oGk5cfLfpK5yYAj19XNyoA;_ylu=X3oDMTEwYmdjMTdvBHNlYwNvdi10b3AEY29sbwNzazEEdnRpZANGNzU0Xzgy/SIG=12ndq0vmc/EXP=1257995935/**http%3a//clickserve.dartsearch.net/link/click%3flid=43000000234263461
http://www.hrblock.com/index.html
http://www.att.com/
http://www.fema.gov/index.shtm
http://www1.macys.com/index.ognc
http://www.tsa.gov/index.shtm
http://www.goodyeartires.com/
http://okstate.edu/
http://shop.advanceautoparts.com/webapp/wcs/stores/servlet/home___
http://www.shell.us/
http://en.wikipedia.org/wiki/File:Pfizer_logo.svg
http://www.us.hsbc.com/1/2/3%09%09%09
http://www.lendingtree.com/
http://www.stanford.edu/
http://en.wikipedia.org/wiki/File:USMC_logo.svg
http://en.wikipedia.org/wiki/File:UFVerticalSignature.png
http://www.kstatesports.com/AdMonitor.dbml?DB_OEM_ID=400&MONITOR_AD_ID=465004
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Prevention Tips

Don’t use your social security number on:

— Drivers License
— Checks
— Other forms of ID such as Insurance cards

Don’t carry your social security card with you
Shred all unwanted / unsolicited mail

Protect your belongings

Verify receipt of statements every month
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TIPS

Make a copy of every credit card, front
and back

Know when your statements are due to
arrive

Request companies use a computer
generated number instead of your SSN

Do not preprint information on checks

ddmn
way Commerce Bank

ﬂl}* |||||




ask

listen solve

What do you do if this

happens to you?

Notify your bank or credit institutions
File a report with the credit bureaus

File a report with the FTC (www.ftc.gov)
or call 1-877-IDTHEFT

File a police report using the victim
packet from the FTC website

Contact the US Postal Inspection
Service (if mail theft)
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Credit Bureaus

Get your free yearly credit report
www.anhnualcreditreport.com

« Equifax: 1-800-525-6285
WWW.equifax.com

« Experian: 1-888-397-3742
e Www.experian.com

« TransUnion: 1-800-680-7289
e Wwww.transunion.com
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http://www.equifax.com/
http://www.equifax.com/
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http://www.transunion.com/

ask listen solve

Request a Fraud Alert

 Internal (Initial) Alert

— Stays on your credit report for 3-6 months

— Good if your wallet was stolen, you responded to a
phishing scam, or suspect fraud may occur

« Extended Alert

— Stays for up to 7 years
— Gooad if you know you have already been a victim

— Companies must remove you from their marketing
list for pre-screened credit offers for 5 years
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Check Your Reports
For Accuracy

According to a survey by the National Assoc. of
Public Interest Research Groups of 200

adults in 30 states who checked their report(s)

annually for accuracy ...

**79% of credit reports contained errors of
some kind

*»25% of those were serious enough to result in
the denial of credit.
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Other Key Numbers /
Resources

Social Security Administration

— Fraud

— Earnings Statement
Check Rite
Chexsystems
Telecheck

800-269-0271
800-7/72-1213
800-766-2748
800-428-9623
800-710-9898
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Other Key Numbers /
Resources

US Secret Service Field Offices
www.usss.treas.qgov/field offices.shtml

Electronic Crimes Task Force: Locate a task force at
www.ectaskforce.org/regional locations.htm

US Postal Inspection Service:
WWW.usps.com/postalinspectors/

E-Information _Network
www.einformation.usss.gov

IDSafety Resources
http://www.idsafety.org/enforcement/resources/

The Identity Theft Assistance Center (ITAC)
www.identitytheftassistance.org
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http://www.idsafety.org/enforcement/resources/
http://www.identitytheftassistance.org/

ask listen solve

Federal Laws Related to
ldentity Theft

* Identity Theft/Assumption Deterrence Act
 Identity Theft Penalty Enhancement Act

* Fair Credit Reporting Act

« Fair Credit Billing Act

» Fair Debt Collection Practices

« Electronic Fund Transfer Act

State Laws:

Missouri Residents
Ref. MO Statute 570.223
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ask listen solve

International Lottery
Loteria Primitiva 106 4o Scam

FROM THE DESK OF THE MANAGING DIRECTOR PLAZA DE COLON
INTERNATIONAL PROMOTION/PRIZE AWARD DEPT. MADRID, SPAIN
TEL: +34-667 268 “ﬁ,

ATTENTION:REF/EG/2551256003/01 FAX: +34-655 189 138,
BATCH/000750013

“‘we ask that you keep this award from

RE: AWARD CLAIM FINAL NOTIFICATION. A - )

This is to inform you on the reloase of the EL- GORDO SWEEFSTAKE LOTTERY PROGRAM held uplic notice

on the 1" September 2004. Your name attached to ticket number 025-11-464-992-750 with serial

n:nl:-— 211305 drew the lucky mnnban 13-15-16-21. -34-36 wlkll ‘consequently won the lottery in the

3™ category.

Yoll have m.n been amrwcd for : :Iu.p Sum. payoﬂt Wm
LE] QOUSAND EIGHT HUND ND S z

mulmd to tlle 'with REF. NO. tcnssn.'-swmnd m H NO. 009750013 This is 7 total cash

prize of USDS10,468,770 (TEN ‘MILLION FOUR: HU DRED AND SIXTY-EI© . THOUSAND,

SEVEN HUNDRED -AND SEVENTY US DOLLA ONLY): Slarﬂd - .ong. 1‘7 (Seventeen)

international winmers in-this elugoq CONGRATULATIONS!H S X

References a large sum of money

Ymmllmwﬁq:mﬂv-ﬂammyeompnymdmndh' _.ume.'ﬂvetonhupofune
wumbers and names, we ask that you keep this award from 7 lic notice until your claim has been
processed and your money remitted to your account as this is part of our security protocel to avoid
dnnuneldllﬂng or wnwarranted taking of an advumga of this program by prﬂdm-u.

All partitipants were selected ﬂmugh a computer ballot system drawn fm- 25,000 names from Asia,
Australia,; { Zeaband, Europe,’ Ameriea and North America as pait of our Taternstional promotions

3 TN Lo o ooy S i g e & Had this person ever been to

To begin your claim, pleise contact your claims sgent, ANTONIQ CASADO the foreigh service

mugmm;\wcn-sx mcomrmafs_n_nnm:_m:%w Spain, Or partiCipated in a

this date all fands

= ecaimen A st o lottery there?

informed that 10% of your Lottery Winning will be u-hl to SANTA'LUCIA SECURITY COMPANY
S.A.aﬂ-ryu-hvemnivedywrmmy . S

NOTE: In order to aviid- unae«ssary delays anll'mm]ﬂka ions; please’ remember to quote your
reference and batch numbers in. every: correspondence with: D your agent. Furthermare, should
there be any change of your address, do inform your claims agent as soon a3 possible.Enclosed with this
letter is also a payment processing form which you should completé.snd retorn to Fax Number
01]:+34-654 631 062 for immediate processing: of yoor claims.

Congratulations once agsin from all members of our staff and thank you. for being a part of our
International promotions program.

Second page requested info like:
SSN, DOB, account number,
routing number
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4-1-9 Advance Fee Fraud
AKA Nigerian Scam

Unsolicited letter from company you do not know

Claims wants business arrangement; someone died
and left inheritance; someone died and family is
trying to smuggle money out of the country; You just
won the lottery!, etc.

Common themes: they want something in advance,
aka taxes, “good faith® gesture, bribery, etc. and they
promise a lot of money for little work

Generally a lot of misspellings, grammar errors, or
word choices sound foreign
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ask listen solve

4-1-9 Advance Fee Fraud / AKA
Nigerian Scam

DEPARTMENT OF MINERALS AND ENERGY
F.B. X 63, PRETORIA

N “I have the authority of my partners

CORPORATE TEL: 011.27:83.62298512

B E B E A TR involved to propose that should you

STRICTLY CONFIDENTIAL & URGENT

L] L] L] L]
Lum Dr. Koms Marsus,  native of Cepe Town ond Direstor of Prajsct Inplementation, South ARies Ministry I n tI l e
rcas. T am meking this contaot with you besed on the emmitiads meed S oo
illing to essint us with a sclution to & money tranefer. Fimt ond forsmont, [
izn vaing thi ach you for & Gansaction/businems of this magritade, bt (s b Son e

Cenfidencislity and prompt soasus reposed on this medtum, In unfolding this proposal, ] want to sount on yeu,
conf 3

.
88 8 rapactad and honast perser: to hanla thia transeecion with sincerite trust sul H Of the S' l r ' l WII I
1have decided to neek o confidential ce-cparation with you in the sxecution of the deal describad hessunder for ra l l S a C I O l I O u r S a
thn bemafit of all partiss and hops you will keep it o u top sacvet bacauss of tha marura of this Semsaetion. )

‘Within the Miniatey of Bnegy and Minerel Resourcon wharo [ work % Discter of Project. Inplomontation end

with tha eosperation of four other tes offc; wa Rava in owr pomsession ms overdue peyment bills totaling

L] L]
Fourteen Millies, Five Hundred Thousand United Stater Dollars (UBS14,500,000,) whish e want ta transf? O 0
sbroad with the sssistance end eooparation of & Soreign company/individusl to rassive th teid find o oo e l I I I I 0
oanlf cr @ relisle foreign non-company account to recaive such fnds, More 0, wo ars handicapped in the 2} 0 . ]
h A%

eircumstances, ns the South Civll Smrvise Cods of Conduct does not allow us ta cparats affihors gocount
henoe your impertanse in the whole transaction.

0 .
This amaunt 514,50 raprasans the balance of tha totel contract valus sxseutod on bahalf of my Deparimant by o 0
o foruign ooniacting frm, which we the oficials over-mvoiasd dsHiberataly, Though the nctoa] sontract sost axa I O l I I o
have bean paid to the original canmactor, laaving the balance in tha tuns of the snid emount which we have in 0 "= .o
P o tented Telegraphic Transfor (K.T.T) to any forsign baak sceount you

will provids by filing in an application through the Ministry of Justiss hers [ Scuth Afiicn. for the transfer of

sights end privilegss of the former sentraoter to you,

L] -
Tiave the authority of my partnars involvad to propais that shauld yeu be willing to awist us in the Sanssction, t' ' lOSt Se< :re‘ a nd
your share of the mum will be 30% of the $14.5 millicn, 50% for us and 10% for taxation and misca eneous
expenscs. The business itself is 100% safa, on your part provided you tmat it with utmost sean sy end LA

confidentinlity, Also your sres of specializntion i not a hindrance to thy cossfil exsoution of this

unsactien. T have reponad my confidenss i yeu end hops thet yo will not dissppoint ma

] - L]
Badsavor to sentact me immedistaly through my DIRECT TEL/FAX Humbers abave to confirn whether or O u r a re a Of
ot you ars intersstad in this deal, If you are. ill anable me poout for ancther foraign partrer to carry sut o
thi I want to assure you that my partnam and mysslf are in  position to muke t1e payment of this dlakn

ls provided you oan give us & vary strong asswencs and gusrmtes thet our shers will bs sesured and

remember to trant this matter very confidential, becavse we will not comprehand with eny form of
Onoa i

N  Specialization is not a hindrance to the

Twait in antivipation of yous fallest so-epsration.
Yours fhithgally,

successful execution of this
transaction. | have reposed my
confidence in you and hope that you
will not disappoint me.”

Mambsr FLIC
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"Phishing”
Unsolicited E-mail which
requires:
*Social security number
Date of birth
*Account number
*Credit card number and PIN
*User name / password
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ask listen solve
"Phishing”

 Claims located fraud or
trying to protect from
fraud

* Generally well known
company name

 Threatens to close
accounts

¢ Spyware
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ask listen solve
“Skimming”

\ -

{E?} Commerce Bank

Mamitar FOHC



ask listen solve

“Skimming Devices”

* Most battery-
operated skimming
devices are no
bigger than a pager,
but they can read
and store the
magnetic stripe data
from 200 to as many
as 3200 accounts.
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Is this the number | dialed? — Social

Engineering aka Pretext Calling

“Hello, my name is...and I'm

with...What is your name?”

-winner of gift certificates, plane tickets, trip
-selling discount prescription cards

-claim to be from bank or credit card co. —
found fraud and will not replace until you give
them acct # and 3 digit security code

“All we need is a credit card

number to see if you qualify...”
Yes, most likely a scam as well...
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Thank Youll!

Questions?

Jeremy Roe, CFE
Senior Corporate Investigator

§W Commerce Bank Corporate

L Investigations
S SSER (816) 234-2634
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